Facilitating Cross-boundary Data Flow within the Guangadong-
Hong Kong-Macao Greater bay Area.

Hong Kong General Chamber of Commerce (HKGCC) Legal Committee Vieeting

T p) Y \/\/ JJ\

e t Chief Information Officer:

= et



Standard Contract for Cross-boundary Flow of
Personal Information within the Guangdong-
Hong Kong-Macao Greater Bay Area
(Mainland, Hong Kong)

( “GBA Standard Contract” )
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Relevant Authorities of GBA Standard Contract Facilitation Measure

0

Hong Kong &7&
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Mainland A it

€ Cyberspace
Administration of China
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€ Cyberspace
Administration of

Guangdong Province
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€ Innovation, Technology
and Industry Bureau
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& Office of the
Government Chief
Information Officer
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& Office of the Privacy
Commissioner for
Personal Data, Hong
Kong
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Characteristics of GBA Standard Contract
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Adoption on a
voluntary basis
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Streamline compliance
arrangements
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Using the same pre-
designed template
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Applicable Scope & £ El

@ Applicable to personal information processor and the recipient who are registered (applicable to
organisations)/located (applicable to individuals) in

BANGEREEE FWHEEEMR (BARES ) /Ul (ERREA):

» Mainland cities within the GBA, that is, Guangzhou, Shenzhen, Zhuhai, Foshan, Huizhou, Dongguan,
Zhongshan, Jiangmen and Zhaoqing in Guangdong Province

SEAMNH (BEREEMNT ~ FIm -~ 28T -~ Hhlm - BN - B > Plm -~ JIFmAEEET)
» Hong Kong Special Administrative Region &F&4EI1THE
@ Prior to cross-boundary transfers of personal information, the personal information processor shall, in

accordance with the laws and regulations of the jurisdiction of the personal information processor, inform the
personal information subject or obtain the consent of the personal information subject

SIEIEREEAGRR BERREAGREEZBMAREREXEHNEAGRELEIZNGEAGRERAE

@ The personal information processor, by means of entering into a GBA Standard Contract may provide personal
information across the boundary and such information shall not be transferred to any organisation or
individual outside the GBA.
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of Flow of Personal Information
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Standard Contract for Cross-border Transfers of
Personal Information

(BEAERLEIRRESE)D

Article 4 Personal information processors that satisfy all of the following
conditions may rely on the execution of standard contracts to transfer
personal information out of the Mainland

FFE BEAEREEEBB] UFESGENA N CIRIMEREAE R
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(2) where the personal information processor which transfers personal
information out of the Mainland processes personal information of not
more than one million persons (in aggregate);

EEEAEGEEAmI00BEAR ;
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(3) where the personal information processor which transfers out personal
information has cumulatively made outbound transfers of personal
information of not more than 100,000 persons (in aggregate) since 1
January of the preceding year; and

B FF1IFIHEZRTERIMERBEABSE AmlIOBAR ;

(4) where the personal information processor which transfers out personal
information has cumulatively made outbound transfers of sensitive
personal information of not more than 10,000 persons since 1 January of
the preceding year.
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Streamline Compliance Arrangements : Lifting Restrictions on Volume
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Standard Contract for Cross-boundary Flow of Personal
Information Within the GBA (Mainland, Hong Kong)
(BBEXER (A - &8 ) EAGREBIRAIZESE)D

(This restriction is lifted)
(EERIEEXK)
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Standard Contract for Cross-border Transfers of
Personal Information

(EAERHIRIRESE) o0

Article 5 Prior to the cross-border transfer of personal information, the personal information
processor shall conduct a personal information protection impact assessment that focuses
on the following:

%"ﬁﬂ% B A SR EEELIRIMEREANESEA -
A

(1) The legality, legitimacy and necessity of the purpose, scope and means, etc. of processing
of personal information by the personal information processor and the recipient outside the
jurisdiction; BAEREEEMEINZEWS EEBAEENEN - S8 - FASZEWEEM - EEH -
INEH

(2) The scale, scope, category and sensitivity of the outbound personal information, and the
risks that cross-border transfer of personal information might pose to the rights and interests
of individuals regarding personal information; HiIREAEERIRE - E1E - &5 - SIEE - B
AN ERHIEREHEAESEERTRNER ;

(3) Whether the obligations undertaken by the recipient outside the jurisdiction and the
management, technical measures and capabillities of such recipient to perform such
obligations can ensure the security of the outbound data; iR IMEW HEGEEEN R - DIKE
TRBNEBNZIENR - ENFEaRELHIREAGRNZE ;

(4.) The risks of the outbound personal information suffering from alteration, destruction,
leakage, loss or illegal use, etc., during and after the cross-border transfers, and whether the
channels provided to uphold the rights and interests of individuals regarding personal
information are clear, etc,,[BAERLHIREER RN - R - ME - X - IBHEZANAZOERE - &
NEERERMEENREZEGBHS ;

(5) The impact of personal information protection policies and regulations of the location of
the recipient outside the jurisdiction on the performance of the standard contract; and

RIMRW S FrEBI X E R EAERIREERTARERESRBITHOREE |

(6) Other matters that may affect the security of the cross-border transfers of personal
information. E o] gE XL EEA B R L IRELEHEIE -
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Streamline Compliance Arrangements : Personal Information Protection
Impact Assessment (PIA) Key Assessment Areas Simplified from Six to Three
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Standard Contract for Cross-boundary Flow of Personal Information
Within the GBA (Mainland, Hong Kong)
(BERXEE (Al - FE ) BAGSRIE E/MLEME—EAH»

Article 5 Prior to cross-boundary transfers of personal information by

entering into the Standard Contract in accordance with this set of Implementation
Guidelines, the personal information processor shall conduct a personal
information protection impact assessment. The assessment shall focus on the

following:

Fhix EAGSEREEBRRBAENIES| - BRI IRESLBREREBAESEA - BE
FAREAEGEERREFZENML  SHAEUTITARE .
(1) The legality, legitimacy and necessity of the purposes and means, etc. of
processing personal information by the personal information processor and
recipient;
BAGEREEENZWALEEEAGEENERN - ASHNEEN - E=EH% - HEY

(2) The impact on and security risks to the rights and interests of personal
information subjects

HEANERLREEZNTERLZEZER ;

(3) Whether the obligations undertaken by the recipient, as well as its management
and technical measures and capabilities, etc. to perform the obligations can ensure
the security of personal information transferred across the boundary.
BEWHFGEFRENRT - UKBITRZBIEBENNER - 5] S REEIRIEHRN
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Streamline Compliance Arrangements
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Lifting the Restrictions on the Volume of Simplifying the Personal Information Shortening the Filing Process
the Flow of the Personal Information Protection Impact Assessment (PIA) MAERNE
=a e E A S RMENRE LrYIRE EEEAERRERET
The restriction on the volume of The key assessment areas of PIA is The filing process is shortened from
the flow of the personal simplified from six to three 15 working days to 10 working days
information by the personal BAERFREZEFGHNERNAEATH BERERISETLERGEZ10EIER
information processor is lifted QNG AEEI| N 5e X
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Filing Requirements &K
The personal information processor and the recipient of Hong Kong shall conduct the filing procedures within 10
working days from the effective date of the GBA Standard Contract and submit the below documents:

BAGREEERZFWHERE (KEBRESRE) EUNZHELOELFHNETT IR P F

1 Photocopy of Identity proof of the legal
representatives JAE TR AF B EIASNH

whusfe

Undertaking EzES

AN
GBA Standard Contract (Chinese version)

(RKEBRIRESED) (B3R )

. " The Personal Information Protection Impact Assessment must be completed by the personal information ~ .
«, Processor within 3 months before the filing date, and is not required to submit for filing
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(1) Submission of Documents (2) Checking“of Documents ( 3) Notifying the Filing Result
XHFIEARL XEmE OB ERE
. . . . Personal Information Processor Recipient
The personal information processor Upon the receipt of filing documents, @ A EEEEE ;xugjj—
and recipient of Hong Kong shall OGCIO will complete the checking of For a “Pass’ filing result, OGCIO will issue a * Upon the receipt
conduct the filing procedures with the documents within 10 working days filing reference number to the applicant and ICthecklng thi
OGCIO within 10 working days O ;ﬁrr%peeggiﬁmemg’
from the effective date of the GBA ERINRAIXH® - =10 LEH iR RN SRR IR eR AR OGCIO will issue
Standard Contract WTUEM EXrEEREEE - For a “Not Pass” result, OGCIO will inform the ~ acknowledgement
result with reasons. The applicant shall provide  to the recipient
S = e the supplementary documents upon request N _
i% 52 1 ﬁl; /_é f%;éihéggg within 10 working days for re-filing *H %’Eé(qf: 75\1?;352
10 TERA - @8N PHER TEBREN  PHEABKRIBEERBENEL X W E B
ETHRZE RRE  BEXRBRTEGN  PEABER
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7 For details, please refer to the Filing Guidelines on the ~
* GBA Standard Contract "N
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Implementation Timeline #{TRFREIZER

Early 2024
2024 FF 1)

Individuals or organisations who are
Interested to participate can continue
to submit the Express of Interest
form to us

AEBHEASEEIREREEOE

Before Mid 2024
2024FFEh R

Review and extend the
facilitation measures

ey MIRREF S

Announced the facilitation measure and
the “Early and Pilot Implementation”
arrangement, inviting participation from
banking, credit referencing and
healthcare sectors
NmERNERXETRALZH - BfEERARE
rREniTE © BEIERE NBEEESH
13 Dec 2023
20235128138

Accept the filing of the GBA Standard Contract
that have submitted the Express of Interest
forms to start the cross-boundary data flow

ERERERXEONENHERFF - AREIRIS IR

Early 2024
2024 F F 1)

11



English

Thematic Website of Facilitating Cross-boundary Data Flow within the
GBA (e EEEEKE
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