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Introduction of Digital Policy Office (DPO) =

Promulgate data-driven, people-
centric and outcome-based policies

I Mission of Digital Policy Office

Support the sustainable
development of digital
economy and society

Develop digital
government

Digital Digital
Government Infrastructure

IImprove government’s

efficiency and services Data
Bring impact, convenience Governance
and benefits to the public
and businesses



Key Digital Policy Initiatives

“iIAM Smart” - A single portal for G2C Services

Enhanced “e-ME”’
/ NS

Personal Mini-program

Digital
platform

ﬁ document Upcommg

New
Features

Launched
Features

Single portal
i for online

government
services

Simplified Personal

Step-up
authentication

registration assistant page
process ’
New user-centric Bill payment Al assistant
function 3

interface



Key Digital Policy Initiatives

Digital Corporate Identity (CorplD)
A single portal for G2B services

Corporate Identity Digital

Form Document
Verification Signing

Pre-filling Wallet Al Assistant

Q9 .
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Promote and facilitate enterprises in their use of “Government-to-Business”
and “Business-to-Business” digital services



Key Digital Policy Initiatives

Government Cloud Infrastructure Services (GCIS)

(laaS)

Infrastructure-as-a-Service [

550+ e-government
services

Platform-as-a-Service =" \ Database-as-a-Service

(PaaS) (DBaaS)
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EE Container-as-a-Service :
(Caa$) -/ /

A

Water flow and pressure analytics for
Water Intelligence Network

. @ i Image masking for
e privacy protection Smart Toilet Analytics /

Smart Contracts
* .

Blockchain 2" &%y | 1.64M+ digital
-as-a- | ‘.r ’ | licences and
Service ), = 4 ¢ | permits issued

& NS — .
Interchain

:‘::~ EKELFSTE“ @ FISCO BCOS 2% Quorum Services /
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Key Digital Policy Initiatives

RRBIETES Promote Data Sharing

DATA.GOV.HK
E“ | Publication of Departmental Data Catalogue
":i'i v Facilitate data sharing

Downloads m
(in billion) 60

J
Sep 2025
22 . 5 600+ datasets Cb |
« 2400+ APIs

Consented Data Exchange Gateway

2019 2020 2021 2022 2023 2024 °* 110+ data

N data providers =_ | Verified Data from *
8e8/ Proven Departments -
: &
Citizen-centric

~55 billi ~5 billi ' i
illion 5 billion v" Improve public services and digital governm

ent
streamline user experience Services /
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Key Digital Policy Initiatives

Hong Kong Cross- buundary Services

Company Registration
S — = el o et '
»
1)

CBPS and “iAM Smart”
self-service kiosks
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Hong Kong and Guangdon lnts iﬁﬁg}ﬁ
9 g g g Cross-boundary Public Services
Cross-boundary
Public Services (CBPS) 160+ cross-boundary
thematic websites public services
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iAM Smart

Unified Identity
Authentication Platform
of Guangdong Province
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Service Network,
<~ “Yue Sheng Shi” and “i
Shenzhen”




Key Digital Policy Initiatives

{ )
! « ITIB and CAC signed the “Memorandum of Understanding on i
i Facilitating Cross-boundary Data Flow Within the Guangdong- i
: Hong Kong-Macao Greater Bay Area” in Jun 2023 i
{ * In Dec 2023, ITIB and CAC jointly announced the facilitation \i
i measure on “Standard Contract for the Cross-boundary Flow of |
i Personal Information Within the Guangdong-Hong Kong-Macao i
i Greater Bay Area (Mainland, Hong Kong)” !
i « Starting from Nov 2024, DPO expanded facilitation measure to all i
l‘ sectors of GBA ]



Key Digital Policy Initiatives

) ﬁﬁﬁ?ﬁ Smart Silver Digital Inclusion Programme

Smart Sllvar

REMBRNABEEHN

ICT Outreach Programme for Eiders

To help the elderly to understand and use digital technology products
and digital government services




Key Digital Policy Initiatives

s

Promote Adoption of Al to enhance public
services and government efficacy

-

Set up Al Efficacy Enhancement Team to co-ordinate and steer
government departments to:

Apply Al technology effectively to their work

Explore process re-engineering opportunities

_ Promote technological reform to improve efficacy
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Key Digital Policy Initiatives

Artificial Intelligence Technological Innovation &
Supercomputing Centre Industrial Development in Al

AIS{- = : [ Hong Kong Al Research and Development Institute (AIRDI) \E
Superconpuring Centre i "‘;‘ITM[[\TSE-?.II[: - To facilitate upstream Al R&D, the midstream |
! 2 \' and downstream R&D outcome, and the i

i expansion of use cases i

o | + Target to establish in 2026 ;

\\ /'

e
Subsidy Scheme . %
e

HKGAI — HK’s first LLM and related applications

| \ » Coordinating trial of generative Al document
' processing copilot applications among B/Ds

P,

.\, i/
UNIVERSITY &
|——]

FBERNATEREMEHO

Local Research and Enterprises Government Hong Kong  Research
Institutions Development B/Ds Generative & Development
Al Center

Centres 11



Key Digital Policy Initiatives

IT Project Governance and Cybersecurity

Community engagement

« Partner with industry to promote
cybersecurity

* Free training to SMEs

» |ssue alerts and provide free

website checking services

Strengthen cybersecurity

» Strengthen accountability and step
up self-monitoring role of B/Ds

» Regular vulnerability scanning,
surprise check

« Compliance audit

Upskill government staff

« Conduct attack and defence drill Mainland & international cooperation

. Enhance IT security incident « Exchange intelligence with Mainland and
response capability international cybersecurity organisations
. Organise IT management and « Participate in regional and global
cybersecurity training computer emergency response teams
(CERT) community 12
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@ Build a secure cyberspace environment to support
(Q)(Q)(Q) digital government and smart city development

Ensure the reliability and security of digital
iInfrastructure and information

Raise public and corporate awareness on
cybersecurity




Cybersecurity Initiatives

Protections :
Rules and within the Promotion and

: Community = o
Regulations HKSAR ~ I
Government Support r&%&gg =
and
Technology
Development

Blueprint

National and
International
Collaboration

Talent
Development
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Rules and Regulations

Law enforcement

Robust legal framework

* Robust
» Responsive to technological advancements and evolving cybercrimes

« Effective
» Capable of handling and investigating cybercrimes

“~>
"'” RIBRESH

Insurance Authority

HONG KONG MONETARY AUTHORITY
sk e

Specific cybersecurity
requirements in relevant
industries

Two types of
“Critical Infrastructure” 7~

o Category 1
Inf ture

| Legislative |
" Principles

The Critical Infrastructure (Computer
Systems) Protection Ordinance
(effective from 2026)



M Management Framework

Comprehensive information security Referencing the latest national and
management framework international standards, and technological

developments

Government Information Security
Management Organisation Structure

IRt Government Intident Response Security Regulations Government IT Security Policy and Guidelines
Srprrn Structure Supporting Facilities
Managememnt . Seclurity ITB;sellne gs:c;uritv
5 E egulations ecurity uidelines B
L '_"‘ltfg‘* i (SR) Policy. (63) Policies | Unified Service Platform
-l {I5MC) (517) and Application
§ Government Laws
= f i BALF iProtection of
= I".tc'rm‘?“m GovCERTHE Community Practice Guides . ’7 Opening Up. Sharing and :
w Security 5 Guidelines | e GLIDLeE] Data Security
] IT Security Incident S T ITSecurity  SecurityRisk Information 1T Security ]
Working Group Response = Risk Assessment  Security Threat Technical
(ITSWG) Office [GIRO) Standing Office : Management & Audit "4"“':?"‘ Management Standards Common Data Platform
L E Le " landling
(GIRO-50) HKPF
Data Centre
Cloud Data Loss Internet  penetration  Website and e
Computing  Prevention Gateway Testing Web
Security Security Application
Departmental security
f Information
[a) Departmental Security z s S
~ IT Security o] Departmental IT Security Policies, Procedures and Guidelines
m e i ncident
1 Il Offic )|
Officer {DITSO) s .
Team “5":“-1‘ Departmental Information Standard Guidelines Cen tra IIS ed
IT Security Security Operating
\ Policies Incident Procedures
communication Handling
cybersecurity

executive amm

health check

GovCERT.HK / )
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Enhance Visibility & Expand Reach : LT
s z upport to
Build Trust & Strengthen Connections

RFHERE, BRI y Ente rp riseS

Connect Resources & Foster Ecosystem
MIRER, HRER
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RMEZLBARFERHEE  Cybersec Training Hub
Cybersec Infohub
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Promotion and Community Support_,___,_.
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e

CYBer ScCURITY

INCIDENT ReSPONSe
HANDLING CHECKLIST

* -

BEXRMEZE
= =175

hina Cybersecurity Week

DIGITAL SIGHAGE
e Security Best Practices

tool Increasingly integrated with broader
to prevent unauthorised access, data
a5 content manipulation. Implementing
ess from potential cyber attacks,

=0y Deploy Content Management System
= [iDefine Review Process  [Zjimplement Publication Policy
e [ZMonitor Content Integrity

China Cyarsecuriy Wosk,

Q2SI AEREILSER

S R R e e e

POST-INCIDINT ACTIONS .B

Promotion in
Community

More about loT Security Guideline f¢

Build a Secure Cyberspacem

Let's Secure as we Digitalise
Instant Messaging Apps Stickers Design Contest

ERIETE R

HERSERAE AR A

5 Smart Netizer
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National and International Collaboration

‘CN(ZERT/CC a¥a
ERBEEMNNIRPO HKCERT

National Computer Network Emergency Hong Kong Computer Emergency
Response Technical Team/Coordination Cybersecurity Response Team Coordination

\ Center of China ‘ Drills Centre
) APCERT

Forum of Incident Response and Sharing of

_ . Information Asia Pacific Computer Emergency
Security Teams Cyb_?;sectu rity Security L Response Team Py
rea
Intelligence Conferences p ~
4 A -

CERT/CC ’ HREENAS
World Internet
CERT Coordination Center Conference




Talent Development
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« Strengthen the protection measures for digital
infrastructure security

 Enhance cybersecurity monitoring, threat
intelligence reporting and analysis capabilities

« QOrganise large-scale and practical cybersecurity
attack and defence drills

* Ensure the smooth operation of local digital
infrastructure and government information systems
during events




Hong Kong Cybersecurity Attack and Defen e
Drill 2025

 Invite more government departments and
public organisations as participants

 Engage local and Mainland cybersecurity
experts and institutions as technical advisors

« Enhance the capabilities of cyber threat
detection, defence, and incident response of
government departments and public
organisations

22
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Cybersecurity Activities (2025)
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(hRirc 2azunse & mian Q@ Bifluare
WEYFIPATD 1. “Cybersec One” Programme

WEVELPIS 2. World Internet Conference Asia-Pacific Summit 2025
* Cybersecurity emergency response advanced training programme 2=

WEYPIrARY 3. 9th Inter-departmental Cyber Security Drill
4. Cybersecurity & Diverse Innovation Symposium 2025

|
. . . cspcp ] CYBERSECURITY
W[JPL P 5. Cybersecurity Service Providers Connect Programme ‘g/ ? SR CE PROVIDERS
Wiz 2 REMREEHE 2
Qe 1@ ER . (hRircggaesss  Bator

Eo

WP Liri 6. Cyber Attack and Defence Elite Training cum Tournament 2025 A W "




Cybersecurity Activities (2025)

WEyPliricmy 7. 2025 China Cybersecurity Week @;ﬁg&
« Hong Kong cybersecurity industry delegation visiting Kunmlng main forum =" snna Curscuty ok

and Zhuhai GBA forum iy v, e S| Y
- Hong Kong teams participated in “Bay Area Cup” S i ol e MU ¢
8. 2025 Cybersecurity Awareness Campaign
+ “Let's Secure as we Digitalise” Drone Security Seminar
* Instant Messaging Apps Stickers Design Contest
« 2025 China Cybersecurity Week Hong Kong sub-forum

(L7899, Hong Kong Cybersecurity Attack and Defence Drill 2025

11/2025 10. HKCERT Capture The Flag 2025 T 3 &]

11. Cyber Security Summit Hong Kong 2025

P70y 12. Cybersecurity Symposium 2025



Thank you
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